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MEMORANDUM FOR: Chief, Physical Security Division

FROM:

Chief, Industrial security Branch

SUBJECT: ISB Position Paper

1. Although we intend to suggest a definition for
Industrial Security Branch's future role, this paper may, of
necessity, be somewhat limited by what ISB can accomplish with
its available resources. Please note that observations herein
are bas€I On Tealities. Most concern situations which could not
have been changed, nor are they likely to be changed. None
however, are meant in a gratuitous or derogatory sense.

»

i i aved a critical —t
2. It has been a wh{le since ISB‘plgyed a‘»i:tlc 1 or V2 a
even important part in US. The people assigned theTre Have
done quite well, both as individuals and as a T=an, ccnsidering53j577{

their circumstances. The branch has served as a iabor and

budget pool for other unrelated activities. Some assignees

there lacked the necessary experience, and perhaps ability, to
maintain quality production., Reports were sometimes 6 months

in reaching the contracting elements. Implementation of
recommendations slipped in importance and persistence. The

branch is at a low level of visibility, reputation and emphasis .
in"0S as well as elsewhére, expecially ifidistYy. Some charter Lwres
functions have heen abandoned or abrogatedgs The branch has Lo
been in the doidrums to say the least. — -

3. There appears to be three basic options open at
this time: ’

a. dishand the branch, discontinue its functions,
and transfer its assets to other components;

b. continue with a reduced staff and a low
profile subject to other priorities; 1.e., stay
at the current level:

c. continue with a strengthened staff, a re- Cf"Jnﬁ%Z/%%zﬁﬁﬁ
detined CHATtETraImd=rtssiom—wnd o heiphtrened Tevel 7}“”* ’
of activity. - W’;g*}?
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4. Option b, in our opinion, would be the least desirable.
The Office's commitment to direct involvement in industrial
security would be brought to question, our image and clout in
the industrial sector greatly diminished and our role reduced
to that of a paper tiger. Option a, with assets assigned to
the contracting elements appears to be more practical than
simply trying to main%ain a tenuous foothold, as represented
by option b.

5. It is our understanding that OS management wants ISB
to proceed along—the—thres—of uptioncGIvewthis, ISB's
role~rouTd— e broaf - stated as, (1), the Director of Security's
instrument of direct involvement and oversight in the Agency's
Industrial SecurTty Program, and (2) assurance to the Director
of Security that his industrial security poljcy is appropriately
declared, then properly implemented and maintained by both con-
tractor and Agency personnel. To fulfill these responsibilities,
“the branch's charter wo j ] d reaudits of con-
tractor facilities, industrial security officer training,
- periodic contractor seminars, close liaison with” the contracting
elements and their security staffs, did direct participation in
industrial security policy matters. ExCept for the last one,
all theése items constitute a broad definition of ISB's current
functions. The nced for improvement lies in a strengthened
scope and intensity of these same functions. -Finally, the branch
should operate in a spirit of cooperation and assistance rather
- than a fault finding or pUNitive stamnce. 41t should have the
“ flexibiTTIEY TOo INtETYpret and fieporiate when feasible rather than
- going strictly by the book; but there should still be the
capability and authority to insist on good security at .all levels.
This is a big order, but not an unattainable goal if we have
""the necessary material and support.

6. There are a number of procedural items within the branch
which need to be modified, started, or abandoned; all of which
will be submitted at a later date. Some which should be con-
sidered now are:

a. Bigoted programs - some have been around for
several years, are quite involved, and amount to
enormous sums of money and manpower. One program
is asking for about 600 SCI approvals this year;
another multi-million dollar effort is about ready
to come on line; others have lost some of their
"bigoted" flavor and are the subject of small talk
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at the factory. One program ran into a consistent
pattern of derogatory background and polygraph results.
There is no argument that access to most of these
programs should be strictly controlled. However, it
might be wise to consider having something in writing .
from a high level to relieve the Director of Security 7 Wrey ONE
from his security oversight responsibilities of the .
particular program. The present procedure is quite
casual, usually consisting of an off-hand remark that
"so and so's programs can't be audited." The Office
of Security is leaving itself open to some bad press
if the program flaps and there has been neither security
oversight nor a written waiver.

-

b. -To regain some of its. former standing, ISB

needs some increased emphasis and support from higher AP AT
ST TR masneEment —ThTe wenid TReTuds Tselling” AL ores
the program at the project management level, 0S Division e i
level, and to the area security officers in the con- A .
tracting elements. There should be closer involvement ””V%kﬂﬁﬁﬁﬁ?
in the audit process, in debriefings, and in monitoring i i

implementation of recommendations. Also, of course, wam .,
there should be emphasis on assignment of capable officers - .
to the branch. You might consider such "imdge' items C%iﬁfffgﬁim

as sign-off on audit reports and follew-up correspondence '7b:zqﬁjgg%;
by the DD/PTAS. On our level, we have to get zloser to e /
the arca security cfficers to get to kmow the:~ problems,

without beinp considered as "the hit sguwac”. STATINTL

¢. Much of our effort during FY-8 i i .
rveandits of the bhY8 CONLIACLOrS, Ll.€.,

We believe this will be better

_ s S
accomplished i1f we audit by program rather than facility. 6:;pp'€ywﬁ
All of |as one audit would take weeks to do and woulﬁ,_ /
result in a report measured by the pound rather than )

pages. We will submit details, but we request your
concurrence at this time in principle, for the concept.

-

d. The basic charter needs to be properly re- é -
written and approved. 1The original charter 1s now fz:‘”/
outdated, unrealistic, and ignored. This was one item :
the IG picked up during their 1981 inspection here. /4@WV7Q%$f;?%§

TS //%_;i—
V27 e
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7. Thete are many questions not addressed here and many 7?ff 4ﬁ%ﬂ“

details yet to be considered. However, we feel that your J}nUIFf///
approval in principle of ISB's proposed role and operational )
philosophy, as outlined above, is necessary before we proceed
any further. STATINTL
\
3
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